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STATUS UPDATES

If the technology department had a motto for this last year, it would be “keep calm
and take one step at a time”. This year has been one of significant rebuilding of our
backend systems, defensive actions based on cyber security threats, and working to
define what our new “normal” will look like.

I continue to be very proud and humbled by the great work of our technology
department staff–who answer my calls day and night to keep our operation running,
secure, and provide the best services possible to our students and staff.

INSTRUCTIONAL TECHNOLOGY INTEGRATION/DIGITAL COACHING

We are very lucky to have two incredible Technology Integration Specialists who have
worked to provide on-demand support for faculty and students. These individuals set
up workshops and offered one-on-one sessions for all the educational resources
faculty needed to run hybrid instruction from day one. The success and effectiveness
of our efforts during remote and hybrid instructional contexts are, in no small part,
due to the support and training provided by Kate Benson and Michael Sanford.
These are our educational “first responders,” and Weston is deeply indebted to them.
They are dedicated professionals.

ELEMENTARY TECHNOLOGY INTEGRATION ACTIVITIES THIS PAST YEAR
[Submitted by Kate Benson]

Note, due to student data privacy restrictions, many of the links below are password
protected for school committee members to view, but are not publicly accessible.

● Mapped GK-G5 DLCS Scope and Sequence alongside ELA, Science, Social
Studies, and Mathematics Scope and Sequences to highlight opportunities for
integration.

● All School Challenge at all three elementary schools (FS, WS, CS) integrates
DLCS practices with Science practices: asking questions, defining problems,
designing, building, and testing solutions.

FS Slideshow
FS Promotional Videos
FS Award Celebration of the Process and Students' Choice for Best
Design
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● Digital Citizenship in the Library
○ GK - Pause for People - How do we say goodbye to technology when we

don't want to? - Video of Activity with GK class
○ GK - Pause for People - How do we say goodbye to technology when we

don't want to? - Seesaw Activity
○ G3 - Rings of Responsibility Video of activity with G3 class, Rings of

Responsibility - Seesaw Activity
○ G4 - Responsible Use Guidelines, Digital Passport Share Jumpers -

Students evaluate examples of online messages and decide what
information is appropriate to share, and when (Examples of messages,
link to game)

○ G5 - Responsible Use Guidelines and Social Media and Our Digital
Footprints - Slideshow

● Coding
○ G4-G5 WeDo Wednesday Club - Controlling Lego Models with Code

(three, eight week sessions of twelve students each)
○ Hours of Code:
○ GK-G1 - Moving Robots - Block Coding with Root - Video of activity with

GK class
○ G2 - Code.org Sequencing and Patterns
○ GK-G2 Codestacle Courses - Moving Root Robots through student

created obstacle courses
○ G3 - Code.org Events

● Digital Tools
○ GK - G3 How to Record Video in SeeSaw (G2-G3 in classrooms) How to

Sign In and Record Video in Seesaw (GK-G1 one on one with students)
○ GK - Seesaw - Drawing Tools
○ GK - Seesaw Frog Blog (Science Integration)
○ G2 - Seesaw Country Podcasts (Social Studies Integration)
○ G2 - Google Docs Poetry - Inserting and Formatting Images with Text

(Writing Integration)
○ G3 - Visualizing Data, Google Sheets and Simple Bar Graphs
○ G4 - Visualizing Data, Google Sheets and Pie Charts

PROFESSIONAL DEVELOPMENT:

● Tech Integration Zoom Drop Ins Wednesday's from 1:00 - 3:30, September -
December

● Newsletters
● Tech Tips, Google Drive Priority Workspaces, Attaching Notes to Calendar

Events
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https://drive.google.com/file/d/19dhbgQJVmrfpM_ytZrzJY6wCYfZzuPs2/view?usp=sharing
https://drive.google.com/file/d/19dhbgQJVmrfpM_ytZrzJY6wCYfZzuPs2/view?usp=sharing
https://app.seesaw.me/pages/shared_activity?share_token=7x1VG9iOQIevnx6gjTv2eg&prompt_id=prompt.588807b1-daa6-4e55-be59-bed75803aae2
https://app.seesaw.me/pages/shared_activity?share_token=7x1VG9iOQIevnx6gjTv2eg&prompt_id=prompt.588807b1-daa6-4e55-be59-bed75803aae2
https://drive.google.com/file/d/1a5lVR6hh1VvpkgBN_n9iKbE4HTTGDd6p/view?usp=sharing
https://app.seesaw.me/pages/shared_activity?share_token=HdHZqAjaQ9erufVQNqsnbw&prompt_id=prompt.077078c2-6187-4a0a-9d37-dd028d7abc37
https://app.seesaw.me/pages/shared_activity?share_token=HdHZqAjaQ9erufVQNqsnbw&prompt_id=prompt.077078c2-6187-4a0a-9d37-dd028d7abc37
https://docs.google.com/presentation/d/1QBhboPS8s4NfCNyZmXz8BbuuSJoNIMGSQewughCOsqI/edit?usp=sharing
https://www.digitalpassport.org/share-jumper.html
https://docs.google.com/presentation/d/1gfqNmeHZBPSmBOByFYTetesiLtMkvXDohP2ek0rSLjw/edit?usp=sharing
https://docs.google.com/presentation/d/1gfqNmeHZBPSmBOByFYTetesiLtMkvXDohP2ek0rSLjw/edit?usp=sharing
https://drive.google.com/file/d/1tqGlqV_ZgZ3CtG3ATmIQ8D43FYQUsD9Y/view?usp=sharing
https://drive.google.com/file/d/1ButIrITMCGw-XPvLo_4YLryBU7MYPC1R/view?usp=sharing
https://drive.google.com/file/d/1EtYzzjRTK8hmB7z29kf5154FzZdNGHfw/view?usp=sharing
https://drive.google.com/file/d/1FQ0YcPMa5akvweadxw7Tl30VDM_BsWa0/view?usp=sharing
https://drive.google.com/file/d/1FQ0YcPMa5akvweadxw7Tl30VDM_BsWa0/view?usp=sharing
https://app.seesaw.me/blog/frogblog22
https://drive.google.com/file/d/1iX0Bc33SlaYmpw16jbV0euTyLoDI4x1w/view?usp=sharing
https://docs.google.com/document/d/1og39-odNCuQgAxH08xI9ZjkCHEcmECQwOYz4ILBPlbA/edit?usp=sharing
https://sites.google.com/weston.org/facultylinks2021/newsletters
https://drive.google.com/file/d/1Ln8FnEU12Gatps0EB9r6yBBYpSaG9G8w/view?usp=sharing
https://drive.google.com/file/d/1B-ufQU2rmwd_v-70ki3mQQ4DnoAY2Gun/view?usp=sharing
https://drive.google.com/file/d/1B-ufQU2rmwd_v-70ki3mQQ4DnoAY2Gun/view?usp=sharing
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● How to Zoom, A Review and What's New - PolyStudio, iPad - After School
Sessions offered 3x, (once at WS,CS,FS)

● Zooming in Remote Students - Teacher In Service PD Session
● Seesaw - Student Independence - Teacher In Service PD Session
● Pear Deck and Google Classroom - Teacher In Service PD Session

MIDDLE SCHOOL & HIGH SCHOOL TECHNOLOGY INTEGRATION
ACTIVITIES FOR THIS PAST YEAR. [Submitted by Michael Sanford]

Student technology training - Worked with grade leaders to create
presentation material and movies for teachers to leverage for training students on
Google Suite for Education - Drive, GMail, Calendar, Slides, Classroom.

Created and delivered grade-level training to
students around tools and expectations.
Posted additional educational materials in
video and slideshow format to a training
WebSite with resources for students and
teachers to leverage.
As a follow-up, performed random 1:1
check-ins with teachers around their tech
prowess with G-Suite Tools, Classroom AV and
then held office hours to drop-in.Constructed
Site for Flex Block at Middle School.

Administration shared information with
teachers and created a student portal to
resources ranging from reading material to
approved educational games.

Created and Published websites for the MS
for monthly Parent/Teacher Conferences.
Crafted a teacher index with unique Zoom
links from each staff member so that
guardians could connect for conferences.
While providing real time support for
parents and teachers during each event.

Created High School Back-to-school websites (each half year) for teachers and
parents where they were able to host their virtual conferences and for departments
to post their teacher videos from. Trained department heads and teachers to create
and post videos and update the website. Providing support for teachers in advance
of the event and then parents and teachers during each event.
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Partnered with the Health Education team on their Safe Dating learning series. We
crafted the survey forms and then analyzed the resulting data from students'
assignments. We created pictorial views of before and after along with a comparison
of both. This visual offered students a chance to learn where their perspective on
Safe Dating was and how it compared to their class and others. The lessons between
‘before and after’ assessments were very impactful and many students expressed
positive results on what they learned.

Professional development: Created and
Delivered Google Classroom Training to the
entire school staff (MS/HS) and then teams
by discipline (English, History, World
Languages, etc) and then 1:1.

Delivered Staff training on MCAS for both
the HS and the MS. This included creating
instructional videos, websites, and various
reference documents to train staff. Then led
the Infrastructure trial for the Middle School

that included the PearsonAccess Next preparation (session creation, etc.) to the
process for re-establishing login, to even printing rosters and tickets for proctors.

Helped teachers become more facile with Hybrid learning using PolyStudio cameras
and Zoom: delivered hands-on 1:1 training as well as how-to-videos for them to learn
best practices and evolve their efforts.

Worked closely with student leaders to create two new student clubs at the high
school level; the CyberPatriot Club and the eSports Club. Both groups were very
successful in their first year. The CyberPatriot club finished in the top 5% in a national
competition and the eSports club has blossomed to more than 60 students and had
a team finish very strongly in the semi-finals of a national high school eSports league.

Created a Food service meal ordering process for parents/students and the Food
Service departments in each school. Using Google Forms, Sheets, and Avery label
maker software we crafted a means for parents/students to order meals. The staff
provided weekly menus, the parents ordered meals on-line, the dietician
automatically checked students against allergy information, and then the cooks
from each school printed daily lunch bag labels for each order. Trained all
department leads on forms, sheets and Avery app, and then set up each school's
computer and trained the cooks to sort and print.
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Delivered teacher orientation on the new Cleartouch displays. Engaged each
teacher in their learning style and brought out the meaningful features that would
replace or move them along the SAMR model with this new tool.

Helped project manage an upgrade of the audio system in the HS Auditorium.
Learned aspects of audio production to better serve the staff while providing key
individuals training on supporting event needs.

Provided three workshop sessions during the January professional development day,
including productivity improvements, Google Classroom advanced features, and
Blended Learning with technology.

Worked with several teachers and department heads individually on learning needs
both in Google Educational suite as well as other applications and web resources.
Learned instructional needs or expectations of teachers and developed instruction to
help them evolve their craft. Created meaningful workflows to support the
instructional needs (Math, History, English).

Worked with main office personnel at HS to learn the Genetec Camera Monitoring
system, resulting in a well-orchestrated monitoring process for all office personnel.

Delivered new signage technology and digital sign for the front lobby of the high
school. Using an AirTame in a flat panel facing the front door, the administration can
easily and quickly provide essential and even last minute information to students
and staff as they arrive.

LIBRARY PROGRAM

Our Librarians work to support both our faculty and student academic needs.
While the early days of the pandemic were focused solely on providing online
resources, since returning this year we saw a steady increase in collaboration
between faculty and library services and student use of library resources.

HIGH SCHOOL LIBRARY PROGRAM [Submitted by Alida Hanson]

COLLECTION DEVELOPMENT

We weeded 1,890 books that were outdated, in bad condition, or no longer
necessary. Books were donated to More than Words, a non-profit organization in
Waltham supporting youth in foster care. Now we have space to add books reflecting
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a variety of cultures and viewpoints relating to the curriculum and current student
and faculty interest.

We added approximately 750 new books, purchased with a DEI grant, including
world language books in Simplified Chinese, Spanish, Korean, Arabic, and French.
This collection will be introduced to the community next year.

We are using the extra space to make displays that are more appealing to students
using dynamic shelving. We expanded graphic novel displays, and plan to do the
same for fiction.  Browse the new books here.

LIBRARY RESOURCE USE 2021-2022

TEACHING AND COLLABORATION

Alida Hanson taught the Digital Literacy Seminar to 9th grade during 2nd quarter.
During the last class students took a survey and reported that:

● 83.5% are familiar with the 5 key questions of media literacy
● 86% feel comfortable evaluating articles and videos to decide if and how to

use them
● 98.4%  know how to cite sources when they use them in research projects
● 94% feel comfortable finding and using the library website
● 96% can find books in the library using the Destiny catalog and finding the

books on the shelves
● 87%  feel confident they can find SORA to find and read audio and eBooks
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Alida Hanson also taught other classes and collaborated with teachers on projects
which can be viewed here: Alida Hanson’s 2021-2022 teaching log

COMMUNICATION

Building on the practices we introduced last year, we communicated with students,
guardians and the school community once or twice per month. Midyear, we
developed a workflow that puts all of the announcements on a library blog.

DATABASES AND DIGITAL SUBSCRIPTIONS

● American Indian
History

● AP News
● Britannica

Encyclopedia
● Culturegrams
● Gale databases
● Gale eBooks
● Infobase eBooks

● Kanopy
● Medieval and

Ancient History
● The New York

Times
● Noodletools
● Proquest

Historical
Newspapers

● Scholastic Go!
● SORA ebooks
● Turnitin
● The Wall Street

Journal
● World News

Digest

For more info about library services please visit the library website.

MIDDLE SCHOOL LIBRARY PROGRAM [Submitted by Lorraine Sousa]

2021-2022 LIBRARY ACTIVITIES

● All sixth grade students are enrolled in Media Literacy for one quarter and
learn about:

○ Nine Elements of Digital Citizenship

○ Evaluation of Websites

○ Theft, Scams, and Schemes

○ Creator’s Rights and Responsibilities

○ Cyberbullying, Being an Upstander

○ Digital Footprint and a Research Project
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https://docs.google.com/document/d/1NMXnXEyAkm4b-pujIUCZQ9T_SutLPW966PymfGa-N1A/edit?usp=sharing
https://libguides.weston.org/blog
https://libguides.weston.org/westonhighschoollibrary
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○ Students select a topic to research using the database articles and
resources

● Each quarter Seventh Grade students checked out books of a specific genre
with their English classes as an independent read.

● We have circulated 2915 books so far this year.

● Summer Reading Lists are in the process of being finalized for fifth, Sixth,
Seventh, and Eighth-grade students.

● Check out our 21-22 Annual Database Usage

● The Middle School Book Club, a group of multi-grade students have selected a
variety of titles to read this year, such as Front Desk by Kelly Yang, Radium
Girls by Kate Morre, Miracle in the Cave by Liam Cochrane and The Last
Cuentista by Donna Barba Higuera.

● The Asian American Club delighted us this year with a display of seasonal
paintings, origami and favorite books students had read and were
recommending  Thank you Ms. Dang and students! Click this link for a peek!

● This year we added a Puzzle for All space for students and teachers. We are
currently working on the Amalfi Coast and recently finished Endangered
World. (sample). Stop by to work on our current puzzle.

ELEMENTARY LIBRARY PROGRAM [Submitted by Emma Kwon]

STAFFING

● Emma Kwon, Elementary Library Media
Specialist (MSLA Executive Board, WPS DEI
Committee Member, Editorial Review Board,
School Library Journal, Friends of Weston
Public Library Board)

● Lissa Iwasaki, Library Paraprofessional, Field
School (Masters of Library Science candidate,
Salem State)

● Jenny Tulloss, Library Paraprofessional, Country
School

● Christy Weller-Fahy, Library Paraprofessional,
Woodland School (Masters of Library Science
candidate, Salem State)
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https://docs.google.com/document/d/1f90ab4L_m4eLfiyjJ54QlnXbzsxpY11R1cTjpGQw6f4/edit
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https://drive.google.com/file/d/1z4M4-FkGMLgdTRHd5pf7TFMGb4w2z5hn/view?usp=sharing
https://drive.google.com/file/d/1Zzwa-JBbGx0xM4Gb78sDLCCtQQCthuA-/view?usp=sharing
https://drive.google.com/file/d/1BuBQcuRs8Pm6r5ndEkepQC0ZVNfDRl5M/view?usp=sharing
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CIRCULATION STATISTICS

The increase in circulation demonstrates we are reaching our goal of building a
reading community:

(Top row

[Within each grouping, the top bar is Pre-Covid, Middle bar 2020-21, bottom bar 2021-22.]

NEW BOOKS PURCHASED

● Country School Library = 442
● Woodland School Library = 417
● Field School Library = 403

COLLECTION DEVELOPMENT

The elementary school libraries focus on curating a current, culturally relevant
collection of books in which students can see themselves. The goal is to continue
acquiring books that represent our whole community (mirrors) and provide
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opportunities for learning about others (windows) and form connections through
empathy (sliding doors). This goal is in line with the WPS District 5-year strategic
goals of Diversity, Equity and Inclusion, and Social-Emotional Learning.

DEI GRANT

The elementary school libraries received $12,000 extra funding through the IDEA 240
Grant, procured by Amy Kelly, District Director of Equity and Professional Learning.

The goal is to focus purchasing on literature that diversifies the collections through
building fiction and non-fiction resources representing different cultures, languages,
gender and neurodiversity. For example, PO's submitted thus far include authentic
voices books representing Vietnam, India, Korea, Greece and Mexico. We have books
including the refugee experience from Syria and Iraq, the forced migration
experience of Jewish families in the US, and the concept of code-switching for young
children. We have books and series that feature Black and Brown main characters,
and books that celebrate unique individuals and their choice of gender identity.
Additionally, ordering will include a collection of posters for each school library from
the American Library Association, including a poster featuring New Kid by Jerry Craft,
a Newbery Medal-winning author, and a poster encouraging students to read
designed by Christian Robinson, winner of the Caldecott Award and Coretta Scott
King Award for illustrations. Jerry Craft and Christian Robinson are both Black men.

DATABASES AND DIGITAL SUBSCRIPTIONS

● Follett Destiny
● EPIC School
● Raz Kids (Learning A-Z)
● Brain POP and Brain POP Junior
● Pebble GO
● Britannica Library for Children
● CultureGrams
● Tumble Books
● Storyline Online
● Follett Lightbox Interactive eBook Collection

COMMUNICATIONS

Library programs are communicated to students in person, and to parents and
caregivers via direct messaging on Infinite Campus, posted on the school and library
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websites, and shared in Westword, the PTO Newsletter and in partnership with
Weston Public Library.

BOOK CLUBS

Grand Conversations Book Club in October, January and April at Field School

LIBRARY CLASSES

American Association of School Librarians (AASL), Digital Literacy and Computer
Science (DLCS) Standards and DESE ELA and S&SS Standards Lessons: Teaching of
information literacy, research skills, evaluating sources, critical thinking, digital
literacy and citizenship are taught to K-5th Grade classes in the library. There is an
intentional connection to classroom curricular material to support the practice and
retention of these skills. Our library team works closely with the ELA and Science &
Social Studies Specialists to plan lessons in line with the Core Curriculum. Examples
of lesson plans taught this year include media balance, social media and digital
footprints, digital citizenship, creating a digital presentation based on factual media
sources and creating an interactive whole-class presentation. Examples of
collaborative projects include the If/Then cross-curricular unit in 2nd Grade for which
we purchased 75 new books for Country and Woodland, and the historical fiction
unit in 4th Grade in which we hosted Lauren Tarshis, author of the I Survived series,
and acquired 50 new books for the collection.

VISITING AUTHOR PROGRAM

We partner with the PTO Creative Arts Committee, WEEFC and Wellesley Books to
host an engaging literature enrichment program. All visits were virtual, hosted on
Zoom:

1. Dr. Padma Venkatraman 9/22/2021: A whole school presentation at Field
School featuring authentic voices, characters and stories of determination,
hope and resilience, set in India.

2. Rob Buyea 10/18/2021 - Four presentations to 5th Grade students, including
discussion about reading, recommended authors and the writing process.

3. Nathan Hale 11/22/2021 - A whole grade presentation to 5th Grade students on
the process of creating narratives around historical events. Nathan is the New
York Times bestselling author and illustrator of the non-fiction graphic series
Nathan Hale's Hazardous Tales.

4. Kate Messner 1/25/2022 - Four presentations to Kindergarten and 1st Grade
students, featuring her advice for making observations and taking notes for
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non-fiction writing. Kate is the award-winning author of The Next President
and the picture book biography Dr. Fauci: How A Boy From Brooklyn Became
America’s Doctor.

5. Juana Medina 3/8/2022 - Three presentations to all 2nd Grade students at
Country and Woodland schools. Juana is a Colombian-American
award-winning author and illustrator. Juana won the Pura Belpre Award in
2017 for her series Juana & Lucas, representing characters from Latin America.
Juana will discuss the purpose of the series and share the importance of
representation and children seeing themselves in books.

6. Josh Funk 3/15/2022 & 3/17/2022 - Two presentations to all Kindergarten
students. Josh is a New England native and a computer engineer. He is the
author of the Lady Pancake and Sir French Toast series, and the How to Code
series.

7. Stuart Gibbs 3/16/2022 - A whole grade presentation to all 3rd Grade students
at Country and Woodland schools. Stuart is The New York Times bestselling
author of the Charlie Thorne, FunJungle, Moon Base Alpha, and Spy School
series

8. Lauren Tarshis 3/23/2021 & 3/24/2022 - Two presentations to all 4th Grade
students, featuring messages for struggling readers, the importance of
showing a social-emotional side when writing characters, the inquiry and
design process for creating a piece of writing and the impact of a story. Lauren
is The New York Times best-selling author of the acclaimed historical fiction
series I Survived.

9. Lyn Littlefield Hoopes 4/25-28 - poet in residence for all 3rd Grade classes at
Country and Woodland Schools. Lynn worked with students to reflect on
photographs to create their own original poetry.

TECHNOLOGY & LIBRARY PERSONNEL UPDATES

We are witness now to a labor shift caused by the pandemic. Many people took
themselves out of the job market altogether, some are finding new positions to
advance their careers/wages, and others are finding positions closer to their homes
for a better quality of life. It will take some time for these market forces to balance
and for organizations to decide what labor arrangements will work for them.
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For our technology department, we have lost one key member to these market
forces and are struggling to find the right fit for replacement. IT staffing is in high
demand and it is challenging at the moment to find high-quality candidates.

Our technical staff worked on more than 3300 support tickets this year (not
including office visits, hallway help requests, and direct email (bypassing the
ticketing system). The demand for building-level technical support is not going
down, it remains steady in most schools and has increased at the High school level.

The bulk of the added workload over the last few years has been at the systems level.
Online educational products/​​tools require data synchronizations, threat alerts
regarding unusual account activities that require investigation and keeping up with
student data privacy agreements, and requests to use new online resources.

PROJECT UPDATES

NETWORK SWITCHING AND WIRELESS PROJECT

In the fall of 2019, we began planning the replacement/update of our network
switching and wireless system. In September of 2020, Town Meeting approved the
first phase of a capital improvement plan for technology infrastructure. In the Spring
of 2021, we made the purchases and started the implementation. This included
updating the network design and security measures offered by new equipment and
protocols. This was both a substantial investment and a significant project that we
are still in the final phases of completing.

PROJECT STATUS:
● All network switching (Town and Schools) was replaced (100 switches replaced

with 84).
● All wireless access point were replaced (342)
● Routing and VLANing were redefined based on capabilities of new hardware
● Wireless security was redesigned for faculty, students, and guests
● Cables management was redressed (IDFs and MDFs)
● Wireless coverage was added to some outdoor areas

REMAINING ITEMS:
● Power management cabling and circuit balancing
● As-built documentation
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WIRELESS (CELLULAR PHONE) COVERAGE WITHIN SCHOOLS

This year we completed the installation of AT&T repeaters in key areas of each
school (Verizon coverage was completed last year). The areas enhanced were those
areas that would be used for emergency management. Large group spaces where
we would bring students from another school and administrative areas that would
be used for incident management. We did not cover the entire footprint of these
buildings, only those spaces that we deemed needed.

The coverage of these spaces is by both Verizon and AT&T, but not T-Mobile.

HS AUDITORIUM SOUND SYSTEM UPDATE

In February and March the new sound system for the High school
Auditorium was installed.  A few pieces are still on back-order, but the system is fully
functional and was employed for the first time for the musical performance of
Chicago.  All reports are that the system is a big improvement and worked very well.

DATA SECURITY AND INTEGRITY ACTIONS

When the pandemic hit, the internet saw an increase in scams, malware, and
ransomware. Unfortunately, this does not seem to have subsided as the pandemic
begins to ease. In fact, these activities continue to increase. We, Town and School IT,
continue to take further proactive measures and keep a close eye on alerts and
forums where we communicate with colleagues from other Massachusetts towns
and schools. The threat landscape has changed and we continue to take actions to
keep our systems safe and secure.

PROACTIVE MEASURES:
● Added advanced malware threat detection monitoring services to our server

environment. This is a service added to our multi-layered design of
protections.

● Added active monitoring of our Firewall and added a new layer of threat
prevention.
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● Core network design work as part of the network switch and wireless project
to segment networks further for data and traffic isolation.

● Removed local admin rights from faculty/staff devices
● Required a password change for all accounts and increased password length

requirement
● Are currently engaged in Cyber Awareness Training for staff (state grant

sponsored)
● Require external contractors to use 2-factor Authentication (with internal

active approval)
● Working on a new Signal Sign-On (SSO) platform for educational products

and services to both increase security and ease the navigation of dozens of
online resources.

● Removed the “open” wireless network and created a guest network with SMS
code exchange.

● Enhanced tools to help detect account breaches, data inappropriately shared,
and unusual account activity.

FUTURE DATA SECURITY PLANNING:

● Plan to expand the number of faculty/staff required to use 2-factor
authentication based on data access scope and rights.

● Planning implementation of an identity management system to further
secure access to network and information systems based on organizational
role.

● Planning further segmentation of networks and systems (such as door access,
HVAC, irrigation, etc.) to further protect against integrated control systems
that we do not manage and could become the platform for an attack on our
systems..

The amount of time and energy put into threat prevention and tracking down alerts
has increased by a factor of at least 4 from pre-pandemic levels.

BACKUPS (LOCAL AND CLOUD RESOURCES)

The chances of a compromised account or breach of security are quite high
in our current cyber world. We must design our systems to both try to prevent, and,
deal with incidents if/as they occur. Backup systems are the best defense against
zero-day and ransomware vulnerabilities.

We have immutable (also referred to as “air-gapped”--not able to be overwritten or
encrypted by malware) systems regularly backing up our data systems. Additionally,
we need to have the means to recover data from Cloud-based systems. We have
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literally millions of documents in Google (more than 32TB of data). To that end, we
also backup our Google Drive files to another cloud-based system to ensure the
recovery of information.

EXTERNAL THREATS, WHAT HAS CHANGED?

As you may glean from the last few sections of this report, the threat landscape
continues to grow for the public sector.  The FBI and Homeland Security have posted
warnings indicating that schools and municipal governments have become targets
for ransomware groups around the world.  As corporate America hardens its systems
these groups move on to softer targets.  This necessitates we step up our network
defenses and take proactive measures to ensure our systems remain secure.

We have taken many measures, as referenced above, and will continue to take
proactive steps to ensure the security of our network, devices, and the data we store.

HARDWARE PURCHASING CHALLENGES

We are still plagued with difficulties acquiring hardware (projectors, certain types of
computers, security cameras, various electronic controllers, etc.) The “chip” shortage
continues to affect many types of consumer and enterprise electronics. As an
example, we ordered classroom projectors that we do not expect to receive for 8
months. We have replacement security cameras that have been on order for 7
months. We are trying to be as proactive as possible to anticipate needs, but it is
simply not feasible to keep an inventory of parts for everything, but we are being as
proactive as is reasonably possible.

For critical items, like student devices, we have already taken proactive actions. We
already ordered and received the student Chromebooks for next year’s 6th grade.
Lesson learned two years ago when summer orders were delayed by nearly 10
months.

STUDENT DATA PRIVACY

A significant challenge is to ensure the online tools used in the classroom
are compliant with Student Data Privacy policies. Prior to the pandemic, an analysis
revealed just under 1000 online resources had been accessed during a year's time in
our schools. During the pandemic, the number more than doubled to over 2200
online educational resources and for the 2021/2022 school year that number has held
the same at a total of 2281 resources. This does not speak to the frequency of use of
these apps–which has gone down. But its number does illuminate the breadth of
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resources being used by faculty. Please note, this is a huge number that reflects
even a brief visit to an educational web resource. A better way to view this data is in
this chart (1) on the following page.

Chart 1 above shows the distribution of the use of online educational resources
utilized by faculty/staff. The data represented in the graph is skewed given it is
representative of 445 employees and does not designate between faculty and staff.
Thus, this data would be skewed low–meaning office personnel are most likely using
a basic set of core apps (such as Google Works Suite) while faculty would be using a
variety of online resources with students. The median (excluding outliers) is roughly
76-80, meaning faculty/staff use a lot of different educational resources during the
course of the academic year.

It needs to be noted that only a few hundred of these 2200+ resources ended up
being used regularly for instruction. New resources are being created and marketed
to teachers all the time and our faculty find and evaluate curriculum resources
regularly in the process of their work. Vetting the privacy of these resources is a
significant challenge and an important task, thus we have created procedures
around the use of online resources and subscribed to tools and services to assist.

● We post vetted and approved educational resources that faculty can use with
students.  A publicly accessible page to this site can be found here.

● Faculty can submit a request form to have us research an online resource
● We are a member of the Student Data Privacy Consortium and employ their

resources to research and seek SDPAs (Student Data Privacy Agreements)
with vendors--both paid and free resources.
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The amount of time and resources needed to keep up with our data privacy goals
has increased significantly and is not likely to abate as the complexities and
importance of data privacy will only get more challenging.

DISTRICT WEBSITE STATISTICS

Some statistics regarding our website

WESTON WEBSITE: GOOGLE SEARCH ANALYTICS

152,000 clicks from a Google Search to  Weston Public School home page over the
last 12 months.

Legend
● Total clicks is defined by how many times a user clicked through to the site.
● Total impressions is defined by how many times a user saw a link to the site in

search results.
● Average CTR (Click-through rate (CTR) is the ratio of users who click on a

specific link to the number of total users who view a page, it is used to
measure the success of a website. The average CTR for Education is 2%

● Average position is the average position of the site is search results

BLOG POSTS

Over the past 12 months District Site published 80 unique blog posts. Almost double
the amount of the previous year.

● The average open rate of emails is excellent (see chart below)
● Total emails sent = 575,369
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● Average click-through for more information is also excellent at 20%
● Current Subscribers is 3247

WHS published 340 blog posts 1829 subscribers

WMS published 120 blog posts 1253 subscribers

FS published 31 blog posts 1149 subscribers

CS published 65 blog posts 1030 subscribers

WS published 62 blog posts 976 subscribers
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COVID -19 RELATED WEBSITE USAGE

WPS websites have posted a current COVID 19 Dashboard of case counts by
School, Town, and District along with test results.

WEBSITE IMPROVEMENTS

● All six websites underwent a review and update. All links were tested/updated.
● The District site clarified Teaching and Learning and Social and Emotional

Learning (which now has its own site).
● School Committee minutes and agendas are now current.
● The communication flow of blog posts and Infinite Campus was clarified.
● Website is more user-friendly and important documents i.e. Strategic Plan are

easier to find. We are using buttons and graphics to have a better effect.
● WPS websites have posted a current COVID 19 Dashboard of case counts by

school, Town and District along with test results.
● Each website has a link to the COVID 19 Communications page. A helpful

resource for information that was changing frequently.
● The website linked to School Committee virtual meetings and also posted

videos on many SC meetings as well as school activities, forums and events.
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EMAIL NEWSLETTER MESSAGE SENT VIA WEBSITE (MAILPOET
WORDPRESS PLUGIN)

From 6/1/21 to
5/4/22 Messages Sent Subscribers Messages
District 53 3247 172,091

High School 108 1829 197,532

Middle SChool 149 1253 186,697

Field School 7 1149 8,043

Country School 5 1030 5,150

Woodland School 6 976 5,856
Total 575,369

EMAIL MESSAGES SENT FROM INFINITE CAMPUS

There were 1322 messages sent from Infinite Campus to the district, school,
or specific groups of students and family between Sept 1 and May 25th.  This adds up
to 348,048 email messages sent.

Between the website Newsletter and Infinite Campus systems, we sent about
975,000 messages in an 11-month period.

MCAS & OTHER TESTING

State testing takes a significant amount of time from the technology staff, with
nearly everyone involved in some aspect of implementing the spring testing.

This year we administered 2,627 testing sessions over the period of the DESE defined
testing window from March 22nd, to June 8th.  I’m happy to report that the testing
this year went very smoothly.

IT should also be noted that there are a number of other tests administered through
the use of technology that we are also involved with.

● Access English Learning assessment - approximately 60 tests administered
● AP testing - approximately 50 tests administered
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All of these tests have stringent testing and security criteria that must be met to
ensure the integrity of the testing environment and the test questions themselves.

STUDENT INFORMATION SYSTEM (DATA MANAGER HIGHLIGHTS)

We transmitted roughly 100,000 fields of student/faculty data to the DESE this year
to meet reporting requirements.

Submitted 681 applications on behalf of approximately 90 families to receive P-EBT
benefits on a monthly basis since the pandemic started.

SCHEDULE CHANGES

● The High School had 6 schedule changes this year.  3 were major changes
such as revamping the schedule from a 10-day to an 8-day rotation.

● The Middle School had 3 significant schedule changes
● Elementary had 1 to accommodate all in-person

NETWORK STATS

Here are some network data stats:

● Data stats from our Internet Service Providers (ISPs) during a 30 day period
(April 13th to May 12th):

Traffic In (KB) Traffic Out (KB)

Verizon 20,575,470,074 3,301,172,601

Comcast 14,781,861,602 1,916,057,032

● Sites blocked by our content filter for a 30 day period: 46,383,791
● Threats blocked by our firewall over a 30 day period): 538,544
● Unique Wireless Device Connections to our network in a 30 dat period:
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WPS-Secure WPS-Schools WPS-Guest

TOTAL UNIQUE CLIENTS 737 3397 921

AVERAGE # OF CLIENTS PER
DAY

328 1516 111

GOOGLE WESTON.ORG DOMAIN TECHNICAL STATISTICS

● Total storage used in Google Works Suite (files and email): 31.24 TB
○ Total file size in Google Drive - 25.46 TB
○ Total Gmail storage used - 4.04 TB
○ Total Photos - 1.74 TB

● Emails received per day - ~35,000
● Emails sent per day - ~4000
● Active Google Drive users per day - ~2000
● Number of google files created since last November 2021:  200,832
● Emails stored in Gmail: ~46,464,193 emails across 5,167 accounts (which

includes suspended accounts.  State law requires us to hold email for 7 years.)

HELPDESK TICKETING SYSTEM

3337 technical support tickets since July 1.  This does not include not including phone
calls or hallway support conversations.
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E-RATE INFORMATION

We have participated in the federal E-rate program for many years.  The
program has changed over time, but we continue to leverage the funding we are
eligible to receive through the federal program.

ON THE HORIZON FOR FY23
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CAPITAL PLAN PHASE II

In September of 2020 the first phase of a multiple-year capital plan was funded. That
phase was focused on network and wireless system updates. Phase II, funded at
Town Meeting in May of this year, is mainly focused on updates to our security
(surveillance and door) system.

● Town Hall Network cabling Updates/Additions
● Switching and redundant power supplies for the additional cabling and to

keep needed spares
● Update of server hosts Town and School (one each)
● Security surveillance version update, storage archivers, and cameras

replacements
● School radio communications bandwidth expansion
● School building PA system update and assessment of outdoor coverage

ON THE OUR RADAR FOR THE FUTURE
I’m adding the following items to this report as informational. These are items on the
radar that will need our attention next year.

TELEPHONE SYSTEMS CHALLENGES

Our phone system will need to be addressed soon. Installed in 2010, our
phone VoIP system consists of locally hosted servers, building-based routers, and
telephone handsets. The system communicates using our network switching and
dedicated SIP connections to a carrier.  Here is the situation:

● Our call management software can be upgraded, but the handsets are at the
end of support and not compatible with the newest version of the call
manager software. Thus, we’ll need to purchase new handsets to stay with the
current solution. Handsets are a significant cost, so now is the time to
consider a change, if any.

● Even though we have redundancies (multiple call managers) network
maintenance causes phones to reboot. For police and fire dispatch–this is
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unacceptable. The underlying technologies of this phone system are not very
resilient.

● We have had major issues with our carriers. We moved from one carrier (due
to unacceptable performance (downtime) and we are struggling with the
same issues with this second carrier.

● Traditional telephone systems and carriers are burdened with dragging legacy
rules and hardware into a new era of options. Since whatever we do needs to
last at least ten years, we feel it is prudent to examine the options and the long
term costs & benefits.

We will be making a recommendation in the fall.

PUBLIC MEETING & TRAINING REMOTE PARTICIPATION

Enabling fully remote meetings is easy. Enabling groups to have hybrid meetings
effectively with varying sized groups is more of a challenge. Enabling groups to host
hybrid meetings without the need for technical support personnel not currently
possible in a reliable and stable fashion.

Technologies are available to do this, but the pandemic created demand and market
forces raised the prices of these systems to unreasonable levels. My hope is that
these prices will come down to a point where we could install two systems–one in
the Case House large conference room and the other in the HS Global Education
Center (GEC).

PHYSICAL BUILDING SAFETY

Prior to the pandemic, we were discussing the reconfiguration of school main
vestibules to increase safety and create more controlled entrances. This goal will
need to be revisited and priorities weighted against the other needs. In some cases
these are significant projects involving multiple trades, architectural design,
construction, electrical, networking, and security vendors.
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